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VUCATIONAL COURSE ON CYBERSECURITY

For CSJMU Students
Implemented by C3iHub

Svyllabus

Module 1: Introduction to Cybersecurity (HTgsIY HI&T T SIREE)

a. Intro to Cyber Security (HTSSX {I&TT T qﬁﬂ'ﬂ)

1. Basic security concepts: Confidentiality, Integrity, Availability

(SfAATEY GI&T HTURUMT : TNTAIAT, IS, STAE)
ii. Importance of Cyber security (HTSSX I&TT T HAgcd)
b. Cyber Security vs. Cyber Crime (HTSsIR I&TT FITH ATSSY 3TATE)

1. Types of modern Cyber threats: malware, phishing, MITM attacks, Dos/DDoS

(3MYfieh AIZR WeRT & FohR: Aerae, TR, AT 57 @ FATSST 31, fSarger
mm@%—aﬁ%m&awaﬁ?%

C. Introduction to MITRE TTPs and Cyber Kill Chain

(MITRE TTPs U A13sR fohel DT &I IRTA)
d. Discussion on real-world cyber attacks
(ATECATIT Gfear 3 FIgaR gc o el
1. Some real-world Cyber Fraud and Cyber Crime Cases

(ATEIaeh gl & $T AR UGS g TSR 3R & HTH)



Module 2: Cyber Threat Landscape (ST38¥ T’T 9REe)

a. Types of Malware: Viruses, Worms, Trojans, Ransomware
(HTAW & YR a1, Ioled, gy, Tholed, TgAN)

b. Phishing Attacks: Techniques and Prevention

( TR gFer : dheilsh g AHATH)
C. Social Engineering: Recognizing and Responding to Social Engineering Attempts
(TSt SNTAIRIT : ATl SSNTATTIT TATAT T IgATTT g SeTehl STATS Gl
d. Various Cyber Fraud/Cyber Crime Methods
(ATt TSR ETIE/ATZT O & ddIh)
i. OTP fraud, Deepfake based Frauds, Voice Cloning, Cyber Bullying, Cyber Extortion

(OTP SNETEET , Satheh TR YIGIYST | AGE Fellolar, ST Jielar, ASaT
TFHCIRI)

ii. Various Cyber Crime Reporting numbers and websites.

(OTP SNETEET , Satheh TR YIGIYST | AIGE Fellolar, ASaT Jielar, ASET
TFHERI)

e. Cyber warfare concept and concerns
(BTSSR Jer T TR g fem)
f. Outlines of IT Act 2008, and DPDP Act 2023
(IT T&< 2008 § DPDP T 2023 shT TUE)
Module 3: Data Protection and Encryption (STCT &1l QU%%”UQIFD
a. Importance of Data Backup and Recovery (STCT dh3T E[ﬁ?h?ﬂ' ol Hgcd)

b. Data Encryption: Understanding Encryption Techniques
(STCT WieshTRleT : UleshC2TeT cehoilehl shl HHSTS)



C. Securing Online Transactions and Financial Information
(TS ofeT &1 eI STTeTehRY bl GRI&T iA1=
Module 4: Securing Digital Devices and Networks
(TSt 3U=RTuTt 3N Acas i GIiaTd T@=)
a. Device Security: Protecting Computers, Smartphones, and Tablets
(FSaTsH GR&T: e, TATE B 3R TTeled I FI&T )
b. Network Security Basics: Wi-Fi Security, Firewalls, etc.
(FCash FR&T T FeT dc] : TS PTg FI&TT, BrIlalel ScdTia)
C. Secure Web Browsing Practices
(GTETT e ST3Toier gTo)

d. Understanding https, SSL certificate, Creating your own SSL certificates and its
limitations, the need for PKI

(https, SSL certificate Pl THSTAT , 3T TAT T SSL certificates SeITeIT Td SHp!
HYTHAT3AT Pl FHASTAT ,PKI T 3TN

Module 5: Application security (TCelToheleT &)
a. Secure coding principles (W Hifsar @Eﬁﬁ?f)
b. Common coding vulnerabilities: SQL Injection, XXS, CSRF etc.
(TTHATT IS FASNRAT : SQL Soreele, iy A15e [&hTear, CSRF ScdTie)
C. Intro to OWASP Top 10, Burp Suite
(OWASP Top 10, Burp Suite T IR
Module 6: OS protection Fundamentals (Sﬁq'lﬁ?T e H;T&Tr)

a. Understanding User accounts (Linux and Windows)

(TR VT3¢ ol AT (feleTard e fasten))
b. File and Directory Permissions (WTel Ud STIIFCL ehl Hﬂﬂﬁ'ﬁ)



C. Antivirus and it’s usage. (TSI AT T 3T 39T19N)
d. Application and Execution Control (3TdceT Uq farsuresT =)
€. Update and Patching (3193¢ Tq 4f<m)

f. Understanding threats to DNS hijacking, DNS poisoning and problem of using
public Wi-Fi or public open networks

(DNS hijacking, DNS poisoning X &Tdsiieleh a5 WTg g HIdellelch Gol Acdeh
3T I hl GHEAT & GT I FHSTET)



